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First 90 days
March 30, 2015Cyber Security

A State Enterprise Issue of 
Financial Risk and Economic Growth

October 13, 2015

State of Illinois © 2015 Confidential : For discussion only

 Introduction
 Role of the CISO
 Cyber Security Overview

 Current State
 Targeted State and Initial Strategy

 What Are We Asking of You?
 Open Discussion

 35 Years Public Service
 Police Officer

 Patrol, Investigations, Undercover
 Intelligence

 Criminal Intelligence Analyst, Intel Asst. Chief
 Administration and Leadership

 Firearms Services Chief, Assistant Deputy Director
 Information Technology

 Deputy CIO ISP (8 years)
 CIO IEMA (5 years)

 CISO Effective August 2015
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• Provides leadership and oversight in the strategic planning, execution, and 
assessment of all statewide information and cyber security strategies, policies, 
procedures and guiding practices to be implemented by all State agencies. 

• Establishes and maintains a comprehensive statewide information security program 
to insure that all State information assets are adequately protected against 
current/future internal/external threats.  

• Responsible for identifying, directing, coordinating, evaluating, and reporting on 
information security risks while enabling the State to develop an anticipatory 
response to minimize information security risk.  

• Coordinates the necessary alignment of internal staff, State agencies, Multi-Agency 
Information Sharing and Analysis Center (MS-ISAC), Federal agencies, and related 
third parties. The position is also responsible for project prioritization, and serving as 
a subject matter expert on legislative areas in matters of cyber security.

 Information Security
 Protect information from 

unauthorized disclosure
 Ensure information is 

trustworthy
 Guarantee reliable access to 

mission  critical information

 Cyber-Resiliency
 Ability to anticipate, 

withstand and recover from 
adverse cyber-events.

 Evolve and improve in pace 
with the ever-changing cyber 
landscape.
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What is being 
attacked?

EVERYTHING!
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Breaches in State Government

South Carolina Department of Revenue
• Exposed Tax Records of 70 Million People
• Costs to the state - $70 Million

Utah – Medicaid Program
• Theft of 750,000 Medicaid Records
• Costs to the state - $9 Million

California – Reported that there have been 
multiple data breaches at state agencies
• Costs to the state - $8.8 Million

IBM 2015 Study of breaches in the U.S.
• $6.5 million is the average total cost of a 

data breach
• $217 is average cost per lost or stolen record

Cybersecurity and Economic Growth

Private Sector Perspective
• Effective information and 

cybersecurity instills confidence by 
stockholders and potential investors 
and customers

What does this mean for state 
government?
• Another step toward making Illinois 

the place to live, work and play

Cybersecurity Workforce Development
• It is estimated that there will be a gap 

of approximately 2 million 
cybersecurity jobs vs qualified 
candidates
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Vision Statement 

A secure and resilient cybersecurity
environment which facilitates and protects
the business of the state of Illinois,
reduces risk and protects privacy, while
promoting innovation, economic growth
and transparency.

State CIO’s Cyber Security Working Group
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A Common Cybersecurity 
Framework for Illinois

Illinois Emergency Operations Plan
Cyber-Disruption Response Strategy

Cyber-Risk Awareness Campaign
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Workforce Development Planning
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 P.I.I. Encryption
 Expansion of monitoring capabilities

and detection.
 Detection of weak passwords
 Initial implementations of Two-Factor

Authentication

 To what extent have the essential services and functions of YOUR 
agency been identified and programs implemented to provide for 
their resilience in the event of a disruption or cyber incident?

 What are the risks to critical operations and what strategies are in 
place to mitigate that risk?

 Is sufficient attention being given to the ability to defend against 
intrusions?

 What is our plan in the case of a breach or other cyber-event?

 Anticipate Threatening Events
 Quickly Detect Intrusions
 Protect Critical and Confidential Information
 Continue Essential Activities Despite Adverse Conditions
 Restore Mission-Critical Functions Within Agreed Upon 

Time Periods
 Evolve and Learn so that the Impact of Potential and Actual 

Events is Minimized
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 Identify Your Most Critical Functions and Services

 Identify the Information, Communications and Industrial Control 
Systems Which are Mission-Critical to Those Functions and 
Services

 Identify the Information Which Must Be Protected

 Determine Resiliency Requirements to Ensure Effective Public 
Safety Services Are Not Compromised

 Establish Controls, Plans and Practices to Meet Those 
Requirements

 Establish Cyber Security as a Standing
Agenda Item for this board, reviewed
on an ongoing basis.

 This body can help serve as part of the 
“Board of Directors” for Cyber 
Security Governance.

 Insist that you are fully briefed on;

 The current and emerging cyber security 
situation; and,

 Metrics that are MEANINGFUL to helping 
ensure the cyber-resiliency of your critical 
Public Safety business and functions.
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 Recognize that Cyber Security is an OPERATIONAL Issue, and that 
the  Critical Functions and Services of your oversight are AT RISK.

 Appoint Two Individuals From Your Agency To Assist
 Individual who has the knowledge and authority to identify your most critical 

business functions and services
 Individual who can identify the systems that are mission-critical to those business 

functions and services

 Ask Your CIO to Brief You Regarding the Personal Information in 
Your Systems Which Requires Attention/Protection

 Personally participate in online cyber security awareness training

 Ensure your CIO has completed the Cyber-Security Awareness 
Training Survey


